Abstract -Separating codes, initially introduced to test a u t o m a t o n , have revived lately i n t h e s t u d y of fingerprinting codes, which are used for copyright protection. Separating codes play t h e i r role i n making t h e fiugerprinting scheme s e c u r e agains coalitions of pirates. We provide h e r e better b o u n d s o n such codes.
I. INTRODUCTION
Separating codes were introduced in 1969 and have been the topic of several papers with various motivations. Many initial results are due to Sagalovich; see [5] for a survey, and also [4, 81. New applications of separating codes have appeared during the last decade, namely traitor tracing and fingerprinting.
Fingerprinting is a proposed technique for copyright protection. The vendor has some copyrighted work of which he wants to sell copies t o customers. If he is not able to prevent the customer from duplicating his copy, he may individually mark every copy sold with a unique fingerprint. If an illegal copy (for which the vendor has not been paid) subsequently appears, it may be traced back t o one legal copy and one pirate via the fingerprint. A pirate is here any customer guilty of illegal copying of the copyrig:hted work.
Traitor tracing is the same idea applied to broadcast encryption keys. E.g. the vendor broadcasts encrypted pay-TV, and each customer buys or leases a decoder box to be able to decrypt the programmes. If the vendor is not able t o make the decoder completely tamperproof, he may fingerprint the decryp tion keys which are stored in the box.
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The set of fingerprints in use, is called the fingerprinting code. Separating codes are used in the study of collusion secure fingerprinting codes. If several pirates collude, they posess several copies with different fingerprints. By comparing their copies, they will find differences which must be part of the fingerprint. These identified 'marks' may be changed to produce a false fingerprint. A collusion secure code should aim to identify at least one of the pirates from this false fingerprint.
We shall introduce two useful concepts regarding collusion secure code. If the code is t-frameproof, it is impossible for any collusion of at most t pirates t o produce a false fingerprint which is also a valid fingerprint of an innocent user. In other words, no user may be framed by a coalition of t pirates or less. A t-frameproof code is the same as a (t, 1)-separating code, which will be defined formally in the next section.
If t h e code is t-identifying, the vendor is always able t o identify at least one pirate from any coalition of size at most t , given a false fingerprint created by the coalition. Good t-identifying codes are rare, so we are also interested in probabilistic (t, e)-identifying codes, where the vendor is able to identify a pirate with probability 1 -6 for some small
DEFINITIONS
For any positive real number z we denote by [zl the smallest integer at least equal t o z. Let GF(q) be a finite field of q elements, and GF(q)" the ndimensional vector space thereover. A subset C 2
For any vector x 6 GF(q)", we write xi for the i-th component, so that x = ( q ,~, .
. . , z, , ).
Consider a subset C E C. For any position i, we define t h e projection e(C) = UaEc{a;}. The feasible
If C is the fingerprints held by some pirate coalition, then F(C) is the set of fingerprints they may produce. If two non-intersecting coalitions can produce the same descendant, i.e., if their feasible sets intersect, it will be impossible t o trace with certainty even one pirate. This motivates the following definition.
Definition 1 A code C is (t,t')-separating if, for any pair (T, T')
of disjoint subsets of C where IT1 = t and IT'1 = t', the feasible sets are disjoint, i.e.
F ( T ) n F(T') = 0.
Since the separation property is preserved by translation, we shall always assume that 0 E C. To get infinite constructions of separating codes, we need the following constructive result from Ts- 
Iv. T H E GENERAL CASE

A Sepmtiny Weights
Given a ( t , t')-configuration (T, T') we define the separating set O(T,T') to be the set of coordinate positions where (T,T') is separated. Let
B(T, T') := #O(T, T') be the separating weight.
Clearly B(T,T') 2 1 is equivalent with (T,T') being separated. The minimum (t, t')-separating weight Bt,ts(C) is the least separating weight of any (t,t')-configuration of C. The minimum s e p arating weights have previously been studied by Sagalovich [5] . Clearly 
&,l(C) = dl(C). B A stronger property in the binary case Definition 2 (Completely Separating Code) A binary code is said to be (t, t')-completely sepamting ((t,t')-CSSJ if for any set ordered set o f t + t ' codewords, there is at least one column with 1 in the t UPJET positions, and 0 elsewhere, and one column with 0 in the t upper positions and 0 in the t ' lower ones.
We define Rss(t, t') as the largest asymptotical possible rate of a family of (t, t')-SS, and similarly define Rcss(t, t') for ( t , t')-CSS. We clearly obtain that 1
Rss(t,t') 1 Rcss(t,t') 2 +(tJ').
(1) completely (i, i)-sepamting (Ot-i, M-2t+2i, 28t+1-; ) code with complete-separating weight et, for any i < t .
C Improved upper bounds on (t, t)-separating codes
Now, obviously Rt 5 R(&), which is decreasing in
St, and this gives the result.
With a completely analogous proof, we also get the following. 
